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1 Overview of Scientific and Technological Results

1.1 Introduction

The HaaST project (Verification of Hard and Softly Timed Systems) has been carried out
in the period from 1 September 1999 until 1 April 2004 as project TES4999 of the Dutch
Programme for Research on Embedded Systems (PROGRESS). The project was carried out
by researchers of the Formal Methods and Tools group at the University of Twente, the
Informatics for Technical Applications at the University of Nijmegen, and Philips Research
Laboratories at Eindhoven. This document gives an overview of the scientific and technologi-
cal results that were obtained by the project. For more information about the HaaST project
we refer to the website http://fmt.cs.utwente.nl/HaaST/.

1.1.1 Aims and objectives

The HaaST project aimed at the development and integration of methods and tools for the
verification and analysis of real-time embedded systems, with an emphasis on distributed
algorithms and protocols for consumer electronics applications. The goal was not only to
consider “hard” real-time constraints — those that require that a system must react in time
— but also so-called “soft” real-time constraints — those that require that the system should
react in time but occasionally may not. Concretely, the project had the following objectives:

1. Extension of existing verification methods for timed systems with features for stochastic
properties.

2. Development of a verification tool environment for the analysis of timed and stochastic
systems.

3. Application of state-of-the-art methods and tools to case studies of representative com-
plexity.

1.1.2 Context

The HaaST project can be seen as the continuation of two preceding projects, viz. the
NWO project ” Testing and Verification of Timed Systems” carried out by the same groups at
Twente and Nijmegen, and the collaboration project ” Specification, Testing, and Verification
of Software for Technical Applications” of CWI, Nijmegen, Twente and Philips Research.



The HaaST project has been carried out in the context of many initiatives and activities
that mark the strong and still growing interest of computer science researchers worldwide in
the problems related to embedded software systems. A characteristic element is the strong
interrelation between the conceptual and formal aspects of their design, and the technical and
physical problems involved.

Through the participating teams the HaaST projects was firmly embedded in a number of
related international research activities, such as the European IST projects VHS (Verification
of Hybrid Systems; terminated) and AMETIST (Advanced Methods for Timed Systems),
and the Dutch-German NWO-DFG collaborative network VOSS (Validation of Stochastic
Systems). Many of the results reported here have been produced in interaction with one or
more of these projects.

1.2 Theory and algorithms
1.2.1 Specification of stochastic systems

The development of a compositional modeling formalism for describing soft real-time be-
havior has been an important activity within HaaST. The marriage of process algebra with
stochastic timing requires careful re-examination of the interpretation of some classical process
algebraic constructs, in particular that of choice, synchronization and concurrent composition
[40]. The standard interleaving interpretation of concurrent composition in process algebra
matches well with the memorylessness of exponential distributions in continuous-time Markov
chains (CTMCs). This becomes more problematic when more general distributions are al-
lowed. A solution has been developed to treat stochastic delays here in a way similar to
clocks in timed automata, with separate operators to set and test for their expiration [43, 44].
Synchronization, in the setting of stochastically delayed actions, poses the question of what
is the (distribution of the) delay of the synchronizations between them. An elegant solution
here is adopt interleaving for synchronizations [12, 28] which induces a delay of synchronized
actions with a distribution of the maximum of the delay preceding the synchronization. A
more complete overview of Markovian stochastic process algebras can be found in [40, 5]; an
account of the non-Markovian case is given in [49].

One of the main achievements of the HaaST project is the design of MoDeST (MOdeling and
DEscription language for Stochastic Timed systems), a formalism that is aimed to support
(i) the modular description of reactive system’s behavior while covering both (ii) functional
and (iii) non-functional system aspects such as timing and quality-of-service constraints in
a single specification. The language contains features such as simple and structured data
types, structuring mechanisms like parallel composition and abstraction, means to control
the granularity of transitions, and non-deterministic and random branching and timing [22,
45]. MoDeST may be viewed as an overarching notation for a wide spectrum of models, rang-
ing from labeled transition systems, to timed automata (and probabilistic variants thereof) as
well as prominent stochastic processes such as Markov chains and (continuous-time) Markov
decision processes.

The “core” of the language is strongly based on stochastic process algebras for generalized
semi-Markov decision processes [43, 44], whereas for the hard real-time constraints, the model
of timed automata has been adopted. For dealing with discrete probabilistic branching,



Segala’s simple probabilistic automata are used. A careful selection has been made of the
operators in the language such that the elegant solutions for dealing with, choice, concurrent
composition, and synchronization of stochastic process algebras remain while allowing for a
high expressive power.

Further relevant HaaST publications wrt. to this topic are: [23, 35, 42].

1.2.2 Verification of stochastic timed systems

Once a stochastic model has been described in the compositional formalisms mentioned above,
the next step is to evaluate the measure(s) of interest such as time to failure, system through-
put or utilization. To that purpose we adopt model-checking techniques. With stochastic
model checking the aim is to automatically verify whether, for instance, “the chance of shut-
down occurring is at most 0.01%”. This is opposed to the traditional verification question
addressing pure functional behavior such as “system failures are impossible”. Stochastic
model checking is based on conventional model checking, but also entails the calculation of
the actual likelihoods through appropriate numerical methods.

Within the HaaST project we have worked on model-checking of Markov models, in partic-
ular, continuous-time Markov chains (CMTCs). These are an important class of stochastic
processes that have been widely used in practice to determine system performance and de-
pendability characteristics. The logic CSL (Continuous Stochastic Logic) has been developed
that allows — besides the standard steady-state and transient measures — for the specification
of (constraints over) probabilistic measures over paths through CTMCs. Equivalence of CSL-
formulas is shown to coincide with lumping, a key concept for the aggregation of Markov
chains [14] and a simulation pre-order has been developed for CTMCs that allows for the
reduction of CTMTC prior to model checking [15].

CSL has been adapted to stochastic process algebra [30], has been extended with rewards
[16, 25], and it has been shown that checking steady-state properties reduces to solving a
system of linear equations combined with standard graph analysis methods, while checking
time-bounded until formulas requires the solution of a (recursive) Volterra integral equation
system. The latter problem is shown, after an appropriate transformation of the CTMC,
to be reducible to a transient analysis problem that can be efficiently solved [14, 31]. An
overview of all these techniques can be found in [1].

A prototypical tool has been developed, in co-operation with the University of Erlangen-
Niirnberg, that supports the verification of CTMCs [29, 4, 48]. This tool is publicly available!
and has been applied to several case studies such as the dependability analysis of worksta-
tion clusters [26]. With the currently available technology, models of 106 — 107 states can be
successfully checked [3,31].

An overview of the linking between stochastic process algebra specifications and model-
checking of CTMCs has been described in [28].

lwww7.informatik. uni-erlangen.de/etmcc



1.2.3 Verification of probabilistic systems

We worked on the theory of probabilistic (I/O) automata as initiated by Segala. Our theo-
retical results were applied in the verification of some probabilistic algorithms, notably the
IEEE 1394 root contention protocol. Many of our results in this area ended up in the PhD
thesis of Marielle Stoelinga. Two important theoretical results are:

e A paper on a testing scenario for probabilistic automata was presented at ICALP’03,
where it received the EATCS prize for best track B paper [36].

e Together with Nancy Lynch and Roberto Segala, we established that on the domain of
probabilistic automata, the trace distribution pre-order coincides with the simulation
pre-order, thus solving a problem that had been open for quite a number of years [33].

1.2.4 Model checking hard real-time systems

The activities in this area have been focused on solving (hard) real-time verification and
scheduling problems using model-checking techniques. Model checking is emerging as a prac-
tical tool for automated debugging of complex reactive systems such as embedded controllers
and network protocols. In model checking, specifications about the system are expressed as
(temporal) logic formulas, and efficient symbolic algorithms are used to traverse the model
defined by the system and check if the specification holds or not. Extremely large state-spaces
can often be traversed in minutes. Within HaaST, we studied two different approaches to
model checking of timed systems.

In the first approach, see [2, 8,21], we showed how a hybrid control schedule can be derived,
verified and optimized using the explicit (finite) state model checker Spin. The first impor-
tant contribution is the use of a very lean model for real-time by ”variable time advance”, a
technique borrowed from discrete event simulation that only adds ”interesting” points in time
to model, thus significantly reducing the state space. The second idea concerns the controlled
introduction of non-determinism in the model that reduces the branching degree in the search
trees and allows for a ”guided” search of the state space, visiting the more promising parts
first.

In the second approach, systems are described as networks of timed automata in the sense of
Alur and Dill. During the last decade, there has been an immense progress in the area of timed
model checking, and tools such as Uppaal and Kronos are now routinely used for industrial
case studies. We closely collaborated with the builders of Uppaal to add new functionality
and algorithms to boost performance of the tool, and on applying the tool to challenging
problems from industry. More specifically, we proposed four extensions of Uppaal:

e Distributed model checking: we demonstrated that the combined processing and mem-
ory resources of multi-processor computers can be effectively utilized [18].

e Parametric model checking: we developed algorithms that can synthesize linear param-
eter constraints for the correctness of timed systems [6].

e Guided model checking: here the aim is to guide the search to those parts of the state
space which are most interesting, using branch-and-bound techniques and by associating



costs to both states and transitions [32, 17]. Using these ideas, we were able to solve
realistic scheduling problems in a competitive manner and drastically reduce the time
to find error states in several protocol models. Many of our results in this area ended
up in the PhD thesis of Ansgar Fehnker.

e An enhancement of Uppaal with symmetry reduction using the scalarset datatype known
from Murphi. For all examples that we experimented with (both academic toy examples
and industrial cases), we obtained a drastic reduction of both computation time and
memory usage, exponential in the size of the scalar sets used. Also, we discovered that
the Bang & Olufsen audio/video protocol that was previously proven to be correct for
two processes actually exhibits faulty behavior for three processes [27].

1.2.5 Hybrid systems

Hybrid systems are systems that intermix discrete and continuous components, typically com-
puters that interact with the physical world. Due to the rapid development of processor and
circuit technology, such systems are becoming more and more common in all application do-
mains, ranging from avionics and process control to robotics and consumer electronics. The
specification, design and analysis of hybrid systems require a synthesis of ideas, concepts,
mathematical theories and tools that are currently spread over distinct disciplines, most no-
tably Computer Science and Control Theory.

In close collaboration with MIT (Nancy Lynch), and the University of Verona (Roberto
Segala), we further developed the hybrid I/O automata (HIOA) framework [34, 7]. This
framework has been used, amongst others, to analyze examples of automated transportation
systems, intelligent vehicle highway systems, air traffic control systems, automotive control
systems, consumer electronics applications, and a small Lego car [24]. At RTSS’03 we pre-
sented a paper [37] in which we show how the special case of the HIOA framework in which
systems synchronize via shared actions only is expressive enough to describe complex timing
behavior, and to express the important ideas of previous timed automata frameworks. This
restricted HIOA framework is e.g. a most natural setting to model and analyse networks of
communicating processes with unreliable clocks.

1.3 Tools
1.3.1 MOTOR

In order to facilitate the analysis and evaluation of MoDeST specifications, the prototype tool
MOTOR (MoDeST Tool EnviRonment) has been developed. The main purpose of MOTOR
is to interpret or translate MoDeST specifications in such a way that other, external tools can
be used to do the actual analysis of the MoDeST specification. This approach has the advan-
tage to provide access to state-of-the art analysis engines with moderate effort. MOTOR is
written in the C++ programming language. The reason for this choice was the good trade-off
between speed of the implementation, modularity of the code, and easy extendability. The
tool architecture has been discussed in [19].

The tool contains the basic functionality to handle MoDeST specifications: a parser and an
implementation of the Structural Operational Semantics (SOS). A state-space generator has



been implemented that allows to generate state-based representations of MoDeST specifica-
tions in different formats. Most notably among these formats is the bcg format, which allows
to interface to CADP, a model checker tool suite. The implementation of the SOS and the
state-space explorer has been developed in the better part of 2002.

The next and, for HaaST, last addition to MoDeST is the integration of MOTOR in M&bius, a
powerful performance evaluation tool suite developed at the University of Illinois at Urbana-
Champaign. Mobius provides a state-of-the-art discrete-event simulator, which is utilized
to simulate MoDeST specifications. The effort to integrate MoDeST/MOTOR into Mé&bius
started with the begin of 2003 with a three-week visit at the University of Illinois at Urbana-
Champaign, and continued from there through most of 2003. In spring 2003, a student has
been sent to Urbana-Champaign in order to enhance the MoDeST language with structured
data-types, and to make the necessary changes in Md&bius in order to facilitate the new fea-
tures of MoDeST [46].

Up til now, the combination of MOTOR/MGdbius has been used for two case-studies now.
The joint efforts of the MoDeST /Mébius integration has been reported in [39].

1.3.2 Extensions to Uppaal

As discussed already in Section 1.2.4, we studied model checking of networks of timed au-
tomata as a means to verify hard real-time properties. Our ideas were successfully imple-
mented in prototype extensions of the widely used model checker Uppaal:

e Distributed model checking: [18].
e Parametric model checking: [6].
e Guided model checking: [32, 17].
e Symmetry reduction: [27].

It is expected that distributed model checking, guided model checking and symmetry reduc-
tion will all be implemented in the new publically available version v4.0 of Uppaal that will
(hopefully) become available by the end of 2004.

1.4 Applications

This section gives an account of the case studies that were performed during the HaaST
project in co-operation with Philips.?

Analysis and optimisation of the IPv4 zeroconf protocol. This case study was initi-
ated by the home networking group of Philips Research. The study is about the IPv4 Zeroconf
protocol, proposed by Cheshire/Adoba/Guttman in 2002, dedicated to the self-configuration
of IP network interfaces. The task was to investigate the trade-off between reliability and
effectiveness of this protocol. The problem was tackled from different directions:

2Further applications can be found at /www.cs.kun.nl/ita/research/ > projects > analysis of
distributed algorithms and network protocols.



e The group in Twente developed a simple stochastic cost model of the protocol, where
reliability is measured in terms of the probability to avoid an address collision after
configuration, while effectiveness is viewed as the average penalty perceived by a user.
The solution method was optimisation of several protocol parameters on minimal cost.
[38, 20]

e The group in Nijmegen developed an Uppaal model of the protocol in order to analyze
the functional correctness and the real-time behavior of the protocol. [52]

Network on chip. We gave a formal specification of the Aethereal protocol and its under-
lying architecture for packet switching networks on chip (NoC). All elements of the network
and their operations were specified using the theorem prover PVS. Based on this model, we
gave a (partially formalized) proof of absence of deadlock [51].

Designing a NoC that meets all the requirements for best-effort and guaranteed traffic
clearly is a difficult task, and the resulting design intrinsically has to be quite complex.
During the design process, the designers play around with thousands of design alternatives.
It is difficult to keep track of all the design options in a systematic way, and to make sure
that the choices that have been made are not inconsistent.

Our contribution [51] is that for one of the numerous design alternatives we produced
(although at an abstract level) a very precise, formal model. Within this model we were able
to establish a key correctness property of the system, namely absence of deadlock. It is very
unlikely that the design as we have formalized it in our paper will be the one that is going
to be implemented in hardware. However, since our specification is highly abstract and very
modular, we think it will be relatively easy to modify our spec to reflect variations of the
design.

In fact, we believe that our work illustrates that formal specification languages such as
supported by PVS can be most useful to document complex designs, to force designers to
clarify design choices, and to resolve problematic inconsistencies in an early stage of the
design process.

UPnP liveness protocol. UPnP (Universal Plug and Play) is an industry standardiza-
tion initiative undertaken by the UPnP Forum to “enable simple and robust connectivity
among stand-alone devices and PCs from different vendors”. Typical environments for UPnP
technology are homes and offices where devices communicate with wireless communication.
In these networks topology changes happen frequently and UPnP should contain facilities to
efficiently and robustly deal with this. To that end, Philips has proposed a liveness protocol
for the quick detection which devices are still on the network, and which are not. The protocol
should, however, not overload the devices by flooding them with messages. Several stochastic
phenomena play an important role for the liveness protocol, such as message loss, random
delays, and random behavior of devices joining and leaving the network.

Since the summer of 2003 we are using MoDeST for the formal description and analysis
of the liveness protocol. Although this work has not yet been completed, it is interesting
to report that some undesired phenomena in the liveness protocol have been discovered by
discrete-event simulation of the MoDeST specification (using the Motor-Mdbius interface).
In particular, it has been shown that under certain circumstances, the system may reach
an undesired equilibrium where certain control points check devices in a fast way whereas



others have a rather low frequency of checking, and the system is not able to recover from
this situation [47].

1.5 Utilization

Verification of hard and softly timed systems is considered as a most important topic by the
international research community, with great societal relevance, and many strong groups are
working on it. It is evident that during the lifetime of the HaaST project enormous progress
has been made in this area. With contributions from the HaaST project, the model checker
Uppaal has advanced from an academic proof of concept to a tool that is now being used
by thousands of researchers both in academia and in industry, and that will soon (say when
version 4.0 is available) be ready for further industrial development. The MOTOR tool,
which is a true product of the HaaST project, is still very much in the stage of an academic
prototype, but its potential usefulness has been demonstrated already on some industrial case
studies, and clearly further development of this tool will be most promising.

Altogether, the results of the HaaST project and the case studies that we carried out
lead us to believe that in many cases it can be advantageous (and cost effective!) to perform
formal modelling and analysis of (timing related or other) properties of embedded systems
using our methods. The precise modeling of the system under consideration often already
gives an important benefit, and, the combined assessment of both quantitative and qualitative
system requirements using the same system model can be of great value.

The results of the HaaST project are being used in several European research projects on
embedded systems, notably the IST-project Advanced methods for timed systems (AMETIST),
and the network of excellence ARTIST. Also at the national level, there are currently several
projects that are strongly related to HaaST and that are (partially) based on its results: the
NWO projects Systematic testing of real-time embedded systems (STRESS), Model checking
infinite-state Markov chains (MC = MC), Fault-tolerant real-time algorithms analyzed in-
crementally (FRAAI) and the NWO-Vernieuwingsimpuls project Verification of performance
and dependability. Finally, both research groups participate in the DFG-NWO bilateral pro-
gramme Validation of Stochastic Systems (VOSS).

1.6 Concluding remarks

Conclusions. The HaaST project had the following specific objectives:

1. Extension of existing verification methods for timed systems with features for stochastic
properties.

2. Development of a verification tool environment for the analysis of timed and stochastic
systems.

3. Application of state-of-the-art methods and tools to case studies of representative com-
plexity.

These objectives have been realized: (1) scientifically, the project significantly contributed to
advance the state-of-the-art for the analysis of stochastic and hard timed systems (Sections
1.2.1, 1.2.2 and 1.2.3), (2) as a technological contribution, we developed a prototype verifica-
tion tool environment MOTOR for the analysis of timed and stochastic systems, and actively
participated in the further development of the Uppaal tool for the analysis of hard real-time



systems (Section 1.3), (3) although the co-operation with Philips has not been optimal during
the entire project (amongst others, due to re-organizations at Philips) three case studies have
been conducted in close cooperation with Philips, two applications in the area of consumer
electronics, and one on chip design. The results of these case studies have been considered
valuable, both for Philips, as well as for the verification techniques and tools developed in the
project (Section 1.4).

The future. The MOTOR tool is only a first prototype and initial case studies conducted
with it indicate several shortcomings. In addition, there are several important open problems
in the field of soft and hard real-time verification. To mention a few:

e Algorithms for the verification of stochastic aspects need to be further improved (ef-
ficiency), and effective means have to be developed to allow for abstraction such that
systems of larger size can be automatically checked;

e To take aspects like power consumption and memory usage into account, reward exten-
sions of stochastic models seem to be highly appropriate. Model checking of stochas-
tic reward models has, however, received scant attention so far. Available techniques
are inefficient, restricted to particular kinds of rewards, and suffer from computational
problems (e.g., numerical instability). There is a significant impulse needed to turn this
approach into a technique of practical relevance.

e Timeliness and interaction with the environment are main characteristics of embedded
software. Stochastic models that faithfully represent embedded software thus need to be
timed and open. Openness entails that the behavior of the environment is underspec-
ified, and that interactions may be abstracted from. Nondeterminism is the technique
par excellence for this purpose. Verification techniques for stochastic timed decision
processes are, however, not yet available.

Given these points, the project partners will strive for a follow-up project of HaaST to
generate a full academic prototype of the MOTOR tool and to bridge the gap towards design
notations that are common practice in the design of embedded systems, such as the UML.

Also the further improvement and industrial exploitation of timed automata technology
— and its implementation in the Uppaal toolset — is an obvious topic for future research.
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