Alea jacta est Verification of probabilistic, real–time and parametric systems

een wetenschappelijke proeve op het gebied van de Natuurwetenschappen, Wiskunde en Informatica

Proefschrift

ter verkrijging van de graad van doctor aan de Katholieke Universiteit Nijmegen, volgens besluit van het College van Decanen in het openbaar te verdedigen op maandag 22 april 2002 des namiddags om 3:30 precies door

Mariëlle Ida Antoinette Stoelinga

geboren op 11 augustus 1972 te Eindhoven

Promotor:

Prof. dr. F. W. Vaandrager

Manuscriptcommissie:

Prof. dr. C. Baier (Universität Bonn) Dr. J.-P. Katoen (Universiteit Twente) Prof. dr. M. Z. Kwiatkowska (University of Birmingham) Prof. dr. N. A. Lynch (Massachusetts Institute of Technology) Prof. dr. R. Segala (Università di Verona)

The work in this thesis has been carried out under the auspices of the research school IPA (Institute for Programming research and Algorithmics).

ISBN 90-9015706-9 IPA Dissertation Series 2002–06

Typeset by LaTeX in Times Roman Printed by Print Partners Ipskamp, Enschede

Copyright © 2002 Mariëlle Stoelinga, Nijmegen, The Netherlands

Preface

Alea jacta est. With the printing of this thesis, almost five years of research end. This was a period of hard work, of astonishing elegance and beauty present in concurrency theory, with a great deal of fun and, sometimes, also doubts as to whether my results were interesting enough for publication. Many people have contributed to my life or to my thesis in various ways. Below, I mention some of them.

Although it is for some reason not done in the Dutch graduation tradition, I would first of all like to thank my promotor Frits Vaandrager. He directed my research, provided an enormous amount of valuable ideas, taught me how to write papers and, no matter how busy he was, he carefully read all my writings. Once, he returned his comments on a draft version with many stains of desert sand, as he had been reading it during his vacation in Egypt. His influence can be found on each page of this thesis.

Frits’s deep passion for research, his profound knowledge and broad overview of the field, his attitude towards theoretical and more practically oriented research and his capability of never meeting a deadline have made a deep impression on me. I hope, and believe, that I have learned something in each of these points.

Furthermore, this thesis would not have been the same without the contributions of various co–authors, with whom I worked together on several papers. Apart from Frits, these are Christel Baier, Thomas Hune, Judi Romijn and David Simons. I am happy to thank them all for the enjoyable collaborations, from which I learned a lot.

My research also profited a lot from the Promise meetings. Promise, standing for probabilistic methods in software engineering, is a group of people in the Netherlands working on probabilistic systems and provided an excellent forum for informal presentations and discussions. It enabled me to quickly learn from related work, exchange informal sketches of ideas and to present early work. Our meetings often ended in a pub, where we drank a couple of beers and used napkins or beer mats to sketch our latest ideas on probabilistic bisimulation relations. Hence, many thanks go to Suzana Andova, Erik de Vink, Pedro D’Argenio, Holger Hermanns, Joost–Pieter Katoen, Jerry den Hartog, Jeroen Voeten, Perry de Groot, Kees Middelburg, Jos Baeten and Ed Brinksma, for many fruitful and enjoyable meetings.

I am also very grateful to everyone who commented on earlier versions of this thesis. I would like to thank the members of the reading committee, Christel Baier, Joost–Pieter Katoen, Marta Kwiatkowska, Nancy Lynch and Roberto Segala for their time and for their valuable comments on the manuscript. Furthermore, I would like to thank Jozef Hooman, Holger Hermanns, Erik Poll and Ullrich Hannemann for their useful feedback on various draft chapters of this thesis.

In terms of moral support, I have to acknowledge Bart Jacobs. He is the PhD coordinator of the computer science department. Bart makes the lives of PhD students in Nijmegen a lot

4 Preface

easier and helped me with the final struggle of completing this thesis.

I owe very much to my former Master’s thesis supervisor Erik Barendsen. I have been teaching with him for many years, first as a student–assistant, later as a colleague. If ever I gave a good course or talk, then this is because Erik taught me the basics of it.

I would like to thank Scott Smolka and the people in his group for their hospitality during my visit in the beginning of 2000. The experience of doing research in the USA has been extremely valuable for me. It strengthened my decision to go abroad for my post–doc.

Special thanks go to MartijnO. Without his continuous friendship and support, I would probably not even have started on a PhD project at all. Thanks go also to my former office mate Ansgar Fehnker. During four years, we did not only share the office, but also the latest gossips about the Dutch royal family, numerous stroopwafels and other goodies and the experience of starting, making progress on and finishing a PhD project.

I cannot overemphasize the role of my colleagues. The ITT group in Nijmegen provided an excellent working atmosphere, not only for doing excellent research, but also in terms of support, fun and friendship. I would like to thank Marieke Huisman, Judi Romijn, Joachim van den Berg, Erik Poll, Ansgar Fehnker, Angelika Mader, Harco Kuppens, Martijn Oostdijk, Ulrich Hannemann, Hanno Wupper, Jozef Hooman, Hans Meijer, Theo Schouten, Engelbert Hubbers, Cees–Bart Breunesse, Adriaan de Groot, Martijn Warnier, Miaomiao Zhang, Serena Fregonese, Bart Jacobs, Frits Vaandrager, Mirèse Willems, David Griffioen, Marco Devillers, Martijn Warnier and Jesse Hughes for the great time I had working in Nijmegen and the many enjoyable lunches and coffee breaks we had together. ‘De harde ITT kern’ joined in many marvelous dinners, movies and skating events. With their habit of poking fun at everything, all the time, and their numerous stupid jokes, these people kept me from taking research too seriously; I do not remember how many times I had to run out of a pub, because I had to laugh so much that I could not swallow my drink anymore. Furthermore, they helped me with making the final, long distance arrangements for this thesis and the defense. Thanks go also to the mensa partners Randy, Jeroen, Jeroen, Jasper and Milad (and various people mentioned above) for many efficient, but medium quality meals in the university restaurant. (I think that about 50% of my body was made out of mensa food molecules at the time I submitted the first version of this thesis.)

I would like to thank Luca de Alfaro for persuading me to come to Santa Cruz and Andrea di Blas, Annie Lorrie Anderson, Heather Lee and Eileen Flynn for helping me in settling here.

I want to thank my (almost) parents in law, Ans and Ben van Rossum. While Peter and me were working on our theses, they completely painted and renovated our new house.

My parents, Otto and Netty, and my brother and sister, Christophe and Josine, deserve endless thanks for their unconditional love and support, in spite of me being away from home far too often. With all of them having a background in engineering, they were always interested in what I was doing.

I reserve the greatest thanks for Peter. For the things that really matter.

Santa Cruz, March 2002 Mariëlle Stoelinga

Contents

Preface 3

1 Introduction 9 1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1.2 Models for Timed, Parametric and Probabilistic Systems . . . . . . . . . . . 12 1.3 Verification Techniques for Reactive Systems . . . . . . . . . . . . . . . . . 20 1.4 Overview and Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

2 Probabilistic Automata 29 2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29 2.2 The Probabilistic Automaton Model . . . . . . . . . . . . . . . . . . . . . . 30 2.2.1 Nonprobabilistic Automata . . . . . . . . . . . . . . . . . . . . . . . 30 2.2.2 Probabilistic Automata . . . . . . . . . . . . . . . . . . . . . . . . . 32 2.2.3 Timing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36 2.2.4 Parallel Composition . . . . . . . . . . . . . . . . . . . . . . . . . . 37 2.2.5 Other Automaton Models combining Nondeterminism and Discrete Probabilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38 2.3 The Behavior of Probabilistic Automata . . . . . . . . . . . . . . . . . . . . 40 2.3.1 Paths and Traces . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40 2.3.2 Trace Distributions . . . . . . . . . . . . . . . . . . . . . . . . . . . 41 2.3.3 Alternative Interpretations for PAs . . . . . . . . . . . . . . . . . . . 48 2.4 Implementation Relations for PAs . . . . . . . . . . . . . . . . . . . . . . . 49 2.4.1 Miscellaneous Remarks on Trace Distributions . . . . . . . . . . . . 52 2.5 Step Refinements and Hyperstep Refinements . . . . . . . . . . . . . . . . . 54 2.6 Other Models for Probabilistic Systems . . . . . . . . . . . . . . . . . . . . 58 2.6.1 Probabilistic Models without Nondeterminism . . . . . . . . . . . . 59 2.6.2 Probabilistic Models with External Nondeterminism . . . . . . . . . 61 2.6.3 Probabilistic Models with Full Nondeterminism . . . . . . . . . . . . 63 2.6.4 Stochastic and Nondeterministic Timing . . . . . . . . . . . . . . . . 64 2.6.5 This Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65 2.7 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

3 Preliminaries from Probability Theory 69 3.1 Probability Distributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

4 A Testing Scenario for Probabilistic Automata 71

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71 4.2 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76 4.2.1 Functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76 4.2.2 Sequences . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76 4.2.3 Probabilistic Automata . . . . . . . . . . . . . . . . . . . . . . . . . 77 4.3 The Approximation Induction Principle . . . . . . . . . . . . . . . . . . . . 78 4.4 Characterization of Testing Preorder . . . . . . . . . . . . . . . . . . . . . . 82

5 Probabilistic Bisimulation and Simulation 85 5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85 5.2 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88 5.3 Probabilistic Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90 5.3.1 Paths . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93 5.3.2 Adversaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94 5.3.3 Paths in Adversaries . . . . . . . . . . . . . . . . . . . . . . . . . . 95 5.3.4 The Probabilistic Behavior of an Adversary . . . . . . . . . . . . . . 96 5.3.5 Finitary and Almost Finitary Adversaries . . . . . . . . . . . . . . . 97 5.3.6 Properties of Adversaries . . . . . . . . . . . . . . . . . . . . . . . . 98 5.4 Strong and Weak (Bi–)simulation . . . . . . . . . . . . . . . . . . . . . . . . 101 5.4.1 Strong (Bi–)simulation . . . . . . . . . . . . . . . . . . . . . . . . . 103 5.4.2 Strong Combined (Bi–)simulation . . . . . . . . . . . . . . . . . . . 104 5.4.3 Weak (Bi–)simulation . . . . . . . . . . . . . . . . . . . . . . . . . 105 5.4.4 Axiomatization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108 5.5 Delay Simulation and Delay Bisimulation . . . . . . . . . . . . . . . . . . . 110 5.5.1 Delay (Bi–)simulation . . . . . . . . . . . . . . . . . . . . . . . . . 110 5.5.2 Alternative Characterization with Norm Functions . . . . . . . . . . 113 5.5.3 Axiomatization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118 5.6 Basic Properties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119 5.7 Decidability Algorithms for Simulation and Bisimulation Relations . . . . . . 122 5.7.1 Decidability of Strong (Bi–)simulation . . . . . . . . . . . . . . . . 122 5.7.2 Decidability of Weak (Bi–)simulation . . . . . . . . . . . . . . . . . 124 5.7.3 The delay predecessor predicates . . . . . . . . . . . . . . . . . . . . 125 5.7.4 Delay Bisimulation Equivalence . . . . . . . . . . . . . . . . . . . . 128 5.7.5 The Delay Simulation Preorder . . . . . . . . . . . . . . . . . . . . 135 5.8 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140

6 Linear Parametric Model Checking of Timed Automata 141 6.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141 6.2 Parametric Timed Automata . . . . . . . . . . . . . . . . . . . . . . . . . . 143 6.2.1 Parameters and Constraints . . . . . . . . . . . . . . . . . . . . . . . 143 6.2.2 Parametric Timed Automata . . . . . . . . . . . . . . . . . . . . . . 144 6.2.3 The Parametric Model Checking Problem . . . . . . . . . . . . . . . 146 6.2.4 Example: Fischer’s Mutual Exclusion Algorithm . . . . . . . . . . . 147 6.3 Symbolic State Space Exploration . . . . . . . . . . . . . . . . . . . . . . . 148 6.3.1 Parametric difference bound matrices . . . . . . . . . . . . . . . . . 148 6.3.2 Operations on PDBMs . . . . . . . . . . . . . . . . . . . . . . . . . 150 6.3.3 Symbolic semantics . . . . . . . . . . . . . . . . . . . . . . . . . . 156 6.3.4 Evaluating state formulas . . . . . . . . . . . . . . . . . . . . . . . . 159

6.3.5 Algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161 6.4 Lower Bound / Upper Bound Automata . . . . . . . . . . . . . . . . . . . . 163 6.4.1 Lower bound/Upper bound Automata . . . . . . . . . . . . . . . . . 163 6.4.2 Verification of Fischer’s mutual exclusion protocol . . . . . . . . . . 170 6.5 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172 6.5.1 A Prototype Extension of Uppaal . . . . . . . . . . . . . . . . . . . 172 6.5.2 The Bounded Retransmission Protocol . . . . . . . . . . . . . . . . . 172 6.5.3 Other Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . 173 6.5.4 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173 6.6 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174

7 The IEEE 1394 Root Contention Protocol 175 7.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175 7.2 Root Contention within IEEE 1394 . . . . . . . . . . . . . . . . . . . . . . . 177 7.2.1 The IEEE 1394 standard . . . . . . . . . . . . . . . . . . . . . . . . 177 7.2.2 The Root Contention Protocol . . . . . . . . . . . . . . . . . . . . . 179 7.2.3 Protocol Timing Constraints and their Implications . . . . . . . . . . 179 7.3 Experiences with verifying RCP . . . . . . . . . . . . . . . . . . . . . . . . 182 7.3.1 Aspects of RCP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 182 7.3.2 Functional and Timing behavior of RCP . . . . . . . . . . . . . . . . 183 7.3.3 Parametric Verification of RCP . . . . . . . . . . . . . . . . . . . . . 184 7.3.4 Performance Analysis of RCP . . . . . . . . . . . . . . . . . . . . . 186 7.3.5 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . 188 7.4 A Manual Verification of Root Contention . . . . . . . . . . . . . . . . . . . 188 7.4.1 Probabilistic I/O Automata . . . . . . . . . . . . . . . . . . . . . . . 189 7.4.2 The Protocol model . . . . . . . . . . . . . . . . . . . . . . . . . . . 191 7.4.3 Verification and Analysis . . . . . . . . . . . . . . . . . . . . . . . . 194 7.4.4 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . 202 7.5 A Mechanical Verification of RCP . . . . . . . . . . . . . . . . . . . . . . . 202 7.5.1 Verification of Trace Inclusion with Uppaal . . . . . . . . . . . . . . 203 7.5.2 The Semantics of Uppaal Models . . . . . . . . . . . . . . . . . . . 205 7.5.3 The Enhanced Protocol Model . . . . . . . . . . . . . . . . . . . . . 209 7.5.4 Verification and Analysis . . . . . . . . . . . . . . . . . . . . . . . . 212 7.5.5 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . 217 7.6 Parametric model checking of RCP . . . . . . . . . . . . . . . . . . . . . . . 217 7.6.1 Protocol Specification . . . . . . . . . . . . . . . . . . . . . . . . . 218 7.6.2 Verification and analysis . . . . . . . . . . . . . . . . . . . . . . . . 218 7.6.3 Impl^B ⊑_{TR} I^B_1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 219 7.7 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 220

A Appendix A 223 A.1 Constructions on Uppaal Automata . . . . . . . . . . . . . . . . . . . . . . . 223 A.1.1 Notational Conventions . . . . . . . . . . . . . . . . . . . . . . . . . 223 A.1.2 Encoding Multi-way Synchronization in Uppaal . . . . . . . . . . . 223 A.1.3 Reducing Reachability Properties of Automata to Reachability Properties of Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . 224 A.1.4 Input Enabling in Uppaal . . . . . . . . . . . . . . . . . . . . . . . . 225 A.1.5 Verification of Trace Inclusion . . . . . . . . . . . . . . . . . . . . . 226

Samenvatting 245 Curriculum Vitæ 251